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1	Decision/action requested
The intention of this discussion paper is to propose possible ways forward for the questions addressed in GSMA's LS S3-211446 "LS to 3GPP SA3 N32 and multiple PLMN IDs".
[1]	3GPP TS 33.501, Rel-17, "Security architecture and procedures for 5G system"
[2]	3GPP TS 29.573, Rel-17, "Public Land Mobile Network (PLMN) Interconnection"
[3]		3GPP TS 29.500, Rel-17, “Technical Realization of Service Based Architecture”
[4]             LS C4-210249/S3‑210812 on Identification of source PLMN-ID in SBA from CT4
[5]            GSMA LS S3-211446 LS to 3GPP SA3 N32 and multiple PLMN IDs
3	Rationale
3.1 Introduction
CT4 has identified Scenario 1 and Scenario 2 for 5GS roaming (see [4]):
Scenario 1:    PLMNs with multiple PLMN IDs 
Scenario 2:    Multiple PLMNs (each with one or more PLMN IDs) are using the same SEPP for roaming, i.e. all inbound and outbound roaming traffic is routed via the same SEPP for roaming.

In their LS on N32 and multiple PLMN IDs [5], GSMA sends requests to SA3 regarding the following four aspects:
1.  Take into account the above feedback on the different scenarios and if needed clarify N32-c related ambiguity in 3GPP TS 33.501.
2. Evaluate whether using one N32 connection for exchanging traffic for multiple PLMN-IDs for scenario 1 is secure and possible. If that scenario is possible while meeting SA3 security requirements, GSMA would like SA3 to update SA3 3GPP specification accordingly. 
3. Evaluate whether using one N32 connection for exchanging traffic for multiple PLMNs for scenario 2 is secure and possible. GSMA kindly asks SA3 to be informed about the evaluation results. As no agreement has been made in GSMA yet, 3GPP standards should not be changed at present.
4. Clarify whether the negotiation of direct TLS connection on N32-f between the SEPPs of the roaming partners is allowed by 3GPP specifications. 

3.2 Discussion and agreed way forward
This discussion paper proposes the following ways forward: 

1.  “Take into account the above feedback on the different scenarios and if needed clarify N32-c related ambiguity in 3GPP TS 33.501.”

The ambiguity is described as follows in GSMA's LS [5]:
"There are currently certain discrepancies between 3GPP TS 29.573 and TS 33.501. Clause 5.2.2 of 3GPP TS 29.573 V16.5.0 specifies that during Security Capability Negotiation Procedure over N32-c, the cSEPP may provide the pSEPP with one or multiple sender PLMN ID(s). Clause 13.2.2 of 3GPP TS 33.501 defines that the SEPP uses the established TLS connection as the N32-c connection. However, 3GPP TS 33.501 does not explicitly specify how the N32-c connection is set up and manged if cSEPP or both cSEPP and pSEPP serve multiple PLMN IDs. GSMA would welcome if this could be clarified by 3GPP SA3 and 3GPP CT4."

There are three possible solutions how the pSEPP could learn the PLMN-ID of the cSEPP:
1) 	As pointed out by GSMA's LS [5], clause 5.2.2 of 3GPP TS 29.573 specifies that during Security Capability Negotiation Procedure over N32-c, the cSEPP may provide the pSEPP with one or multiple sender PLMN ID(s);
2) pSEPP could use cSEPP certificate to learn the PLMN-IDs;
3) It could be configured in the pSEPP which PLMN-IDs are represented by the cSEPP.

This discussion paper proposes that the different options should be discussed in SA3.

2. “Evaluate whether using one N32 connection for exchanging traffic for multiple PLMN-IDs for scenario 1 is secure and possible. If that scenario is possible while meeting SA3 security requirements, GSMA would like SA3 to update SA3 3GPP specification accordingly.”

This discussion paper proposes the following solution, based on the “3gpp-Sbi-Asserted-Plmn-Id” header specified in TS 29.500 clause 5.2.3.2.15.  

-	Mandate R16 NFc to insert “3gpp-Sbi-Asserted-Plmn-Id” header. The header goes all the way from NFc to NFp.
-	The cSEPP (in VPLMN) must check the header and ensure it is legitimate and correct. In absence of such header (because the NFc is R15), the cSEPP inserts the default PLMN-ID which is configured in cSEPP.
-	The pSEPP (in HPLMN) must check the header and ensure it is legitimate and correct. In absence of such header (because the cSEPP is R15), the pSEPP inserts the default PLMN-ID which is configured in the pSEPP.
The pSEPP must be able to know the PLMN-ID of the cSEPP. Three possible solutions are presented in the answer to question 1. above.


3. “Evaluate whether using one N32 connection for exchanging traffic for multiple PLMNs for scenario 2 is secure and possible. GSMA kindly asks SA3 to be informed about the evaluation results. As no agreement has been made in GSMA yet, 3GPP standards should not be changed at present.”

Using one N32 connection for exchanging traffic for multiple PLMNs would mean that the SEPP uses the same certificate for several PLMNs. This is not a recommended solution.

4. Clarify whether the negotiation of direct TLS connection on N32-f between the SEPPs of the roaming partners is allowed by 3GPP specifications. 

Yes, direct TLS connection on N32-f between the SEPPs of the roaming partners can be allowed following GSMA's directions. TS 33.501 clause 13.1.2 is proposed to be updated by the companion CRs S3-211759, S3-211760, S3-211761. 

4	Detailed proposal
Agree the companion CRs S3-211759, S3-211760, S3-211761. Send reply to GSMA as soon as SA3 has reached (partial) agreement on the answers.

